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1. Overall Description:

3GPP RAN2 have considered some operational aspects of security and mobility in NR, and have come to the conclusion that it is desirable from the RAN2 perspective to have security key refresh not be performed at every connected mode mobility procedure, for the case of mobility where the PDCP anchor point is not changed.  Such separation would result in the use of the same key across multiple network nodes, albeit under a common PDCP entity.  RAN2 would like to call SA3’s attention to this preference so that the security implications can be considered and any concerns raised.

In particular, RAN2 would like to ask if separating key change from connected mode mobility should result in a change in the inputs for key derivation.

2. Actions:

To SA3:
1. RAN2 respectfully invite SA3 to comment on the security implications and acceptability of not requiring key refresh at connected mode mobility while the PDCP anchor point is not changed.
2. RAN2 respectfully ask SA3 to consider if such a change of the association between key refresh and mobility should cause a change in the inputs for key derivation.
3. Date of Next RAN2 Meetings:
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